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With cybersecurity risks on the rise, it’s more 
important than ever to secure printers and 
copiers and the data they store. Here are seven 
general guidelines your customers should follow:

8 easy 
steps to

safer document
imaging.

Purchase printers with built-in security.
• Look for authentication, password protection and other 

features that control access privileges.  

Turn paper into digital documents.
• Paper represents a security risk—scanning helps minimize it.
• Digitizing documents allows for controlled access—and helps 

with compliance. 

Discard old printers properly.
• Scrub internal hard drives to remove sensitive documents. 

Protect documents.
• Implement pull printing to print to a secure network, 

authenticate users and retrieve jobs as necessary.

Use print monitoring tools.
• Identify users who are abusing their printing privileges or 

ignoring company policies.
• Find ways to improve efficiency and cut down on waste.

Keep devices secure.
• Place printers and copiers in visible areas.
• Secure devices with locks that require physical keys.
• Disable physical ports to prevent unauthorized use.

Secure network printer traffic.
• If printers don’t support encryption, add it with hardware  

or software.
• Use an encrypted connection when accessing  

administrative controls. 
• Disable Internet Printing Protocol (IPP), FTP print jobs and other 

functions that allow unauthorized printing.

Keep printers up to date.
• Update printer firmware and drivers as new versions 

become available.
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Following these guidelines can help your customers create a safer 
environment for their printing resources and the valuable data 
they contain. In today’s world, businesses can never be too careful. 

Follow these


